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1.1 In order to ensure the safe operation of personnel, data, systems, equipment and
networks related to information operations of Advantech Co., Ltd. (hereinafter
referred to as the company), and to comply with the requirements of relevant
laws and regulations, an information security policy (hereinafter referred to as
this policy) has been formulated as the highest guiding principle.
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2.1 It is applicable to the security management of the company's information assets,
covering its confidentiality, integrity and availability.
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2.2 All employees, contractors, consultants, temporary employees, customers, and
third-party personnel involved in the company's information operations or data
use should follow this policy.
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4.1 Information Security System and Organization:
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4.1.1 Establish an information security organization and specify its rights and
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responsibilities to promote and maintain related management, execution, and
inspection tasks.
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4.1.2 Formulate information security management related methods and procedures
to protect the confidentiality, integrity and availability of personnel, data,
systems, equipment and networks.
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4.1.3 Convene information security management meetings on a regular basis to
review the latest status in internal and external risks, technology and business
needs, and take corresponding measures.
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4.1.4 Handle and protect data and system security cautiously in accordance with
relevant regulations on information security and personal data protection.
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4.2 Access Control:
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4.2.1 Restrict access to information and information processing facilities.
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4.2.2 Ensure authorized users can access the system and services while preventing
unauthorized access.
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4.2.3 Hold users responsible for securing their authentication information.
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4.2.4 System and data usage must be authorized, and access permissions should be
granted based on the principle of minimum necessary scope for business
needs.
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4.3 Physical and Environmental Security:
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4.3.1 Prevent unauthorized physical access, damage, and interference to
organizational information and information processing facilities.
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4.3.2 Prevent loss, damage, theft, or compromise of assets and ensure continuity
of organizational operations.
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4.4.1 Identify organizational assets and define appropriate protection
responsibilities.
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4.4.2 Ensure all assets are protected at an appropriate level based on their
importance to the organization.
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4.4.3 Prevent unauthorized disclosure, modification, removal, or destruction of
information stored on media.
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4.5 Data Transmission:
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4.5.1 Ensure traceability and non-repudiation of data transmission.
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4.5.2 Maintain the reliability and availability of transmission operations.
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4.5.3 Use tamper-evident or tamper-resistant control measures for physical
transmission.
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4.5.4 Use prescribed electronic transmission media for data transfer, avoiding the
use of illegal or improper transmission media for convenience.

455 7 @ T BESASETABE LB F 3 ARNES NG
BWHRAAREETALE R BRS AR .

4.5.5 Do not disclose confidential or sensitive information to other organizations or
personnel through any transmission medium, such as data transfer,
messaging, speech, or video.
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4.5.6 Internal information websites must grant appropriate access permissions
based on authority and job requirements to control access to related
documents.
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4.6 Security Configuration and Handling of Endpoint Devices:
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4.6.1 Distribution and retrieval of user endpoint devices.
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4.6.2 Control software installation on user endpoint devices.
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4.6.3 Perform security updates on user endpoint devices.
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4.6.4 Use user endpoint devices through a login process.
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4.6.5 Prevent malware from compromising user endpoint devices.
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4.6.6 Control access to server farms from BYOD (Bring Your Own Device) to prevent
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BYOD from affecting internal information systems and equipment operations.
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4.7 Network Security:
4.7.1 B FERAEL > T AREFFP FPRETR

4.7.1 Network users can only access network resources within the authorized scope
after authorization.
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4.7.2 Appropriate controls should be applied to computer connections using the
network system to reduce the risk of unauthorized system access or
computer facility compromise.
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4.7.3 The planning of network segmentation should follow the rules of physical
separation between internal and external networks, and the use of personal
wireless network devices that compromise the security mechanisms of this
separation should be prohibited.
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4.7.4 Unauthorized use of wireless networks and private wired equipment to
interface with the network is strictly prohibited.
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4.8 Information Security Incident Management:
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4.8.1 Ensure consistent and effective practices for managing information security
incidents, including the communication of security events and vulnerabilities.
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4.8.2 Establish response and reporting procedures for information security incidents
to enhance the ability of internal personnel to respond to and coordinate in
the face of emergencies.
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4.9 Information System Backup and Redundancy:
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4.9.1 Develop backup cycles, methods, and retention periods for information based
on availability and integrity requirements, and test their effectiveness.
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4.9.2 Protect backup data according to confidentiality requirements to prevent
additional security incidents.
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4.9.3 Implement appropriate redundancy and backup mechanisms for information
systems and conduct contingency drills to enhance the resilience of
information services against threats.

410 255 58
4.10 Cryptography:
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4.10.1 Implement encryption mechanisms according to regulations, customer
requirements, and information asset risk assessments.
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4.10.2 Control operations such as key generation, distribution, activation, storage,
update, revocation, archiving, and destruction.

4.11 ?"%A\ AN A
4.11 Information Classification and Handling:
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4.11.1 Information labeling should cover all formats of information and other
related assets.
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4.11.2 Ensure that personnel and other concerned parties are aware of labeling
requirements.
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4.11.3 Provide all personnel with necessary awareness methods to ensure correct
information labeling and corresponding handling.
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4.12 Technical Vulnerability Management:
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4.12.1 Define and establish roles and responsibilities related to technical
vulnerability management.
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4.12.2 Detect vulnerabilities in information assets.
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4.12.3 Manage software update processes to ensure that all authorized software
installs the latest approved patches and application updates.
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4.12.4 Use appropriate vulnerability scanning tools for the technology in use to
identify vulnerabilities and verify the success of vulnerability remediation.
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4.12.5 Conduct regular information security assessments and audits to evaluate and
improve the risk profile of the information environment.
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4.13 Secure Development Policy:
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4.13.1 Ensure that information security is part of the overall information system

throughout its entire lifecycle. This also includes requirements for
information systems that provide services over public networks.
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4.13.2 When developing new information systems or enhancing the functionality of
existing systems, include security requirements in the system functional
planning and requirements analysis phase.
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4.13.3 Evaluate security requirements when procuring software.
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4.13.4 The security requirements and controls of the system should be proportional

to the value of the information assets and consider the potential damage that
insufficient security measures might cause.
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4.13.5 Information systems should protect data to prevent leakage or tampering.
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4.14 Information Security Policy Review and Maintenance:
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4.14.1 This policy should be reviewed at least once a year to reflect the latest
developments in relevant laws, technology and the company's business, and
be appropriately revised.
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4.14.2 The revision of this policy is approved by the general manager, and become
effective on the announcement day. In addition, interested parties, such as all
employees, cooperating manufacturers, suppliers, etc., shall be notified by
announcement, writing, e-mail or other methods.
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4.14.3 Consider the confidentiality, integrity, and availability of key systems and
important equipment to set information security objectives, and regularly
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measure and review each indicator item at least once a year to ensure the
effectiveness of performance.
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